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Kinh gui:

- Cac Bo, co quan ngang B, co quan thuge Chinh phu;

VIEN KIEM SAT NHAN DAN TOI CAD

CONG VAN DEN - Vin phong Trung vong Pang, Vin phong Chu tich nuéc,

Vin phong Quoc hoi, Toa an nhén dén téi cao, Vién Kiém
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sat nhan dan t61 cao, Kiém toan Nha nuoc;

- UBND cég tinh, thanh phd truc thude Trung uong;

- Céc Tap doan kinh té, Tong cong ty Nha nude, cic Ngén
hang TMCP; céc t6 chire tai chinh,

Gin diy, Microsoft ¢6 cong bo thong tin lién quan téi 16 hong bio mét
(CVE-2021-1675) duge danh gia cd mire do nguy hiém cao (7.8/10) anh hudng
dén hau hét cac phién ban cia hé diéu hanh Windows bao gébm: Windows
10/8.1/7, Windows Server 2019/2016/2012/2008. 1.6 hong nay cho phép doi
trong tin cong leo thang dic quyén tir tai khoan ngudi diing thong thuomg c6 rit
it quyén (thong tin chi tiét vé 16 hong ¢ tai phu luc kém theo).

Ngay 08/6/2021, Microsoft da phat hanh ban va cho 16 hong bao mét noi
trén. Tuy nhién, ngay 16/6/2021, qua cong tiac giam sat va dam bao an toan thong
tin trén khong gian mang, don vi chirc ning ciia Bo Thong tin va Truyen thong da
ghi nhén mot s6 théng tin bé sung méi cho ring 16 hong bao mat (CVE-2021-
1675) ¢6 mire do nguy hiém cao hon thuc té duge cong bo. Lo hong nay khong
chi don gian 14 khai thac dugce khi ¢d quyén truy cip tryc tiép vao may tinh/méy
chii cai dat phién ban hé diéu hanh Windows bi anh hudng, ma con co thé tan
cong thong qua mét may tinh trong mang.

Theo phién tich va danh gid tir Trung tdm Giam sat an toan khong gian mang
quoc gia (NCSC), Cuc An toan thong tin, Bd Thong tin va Truyén thong, théng
tin ndy co tinh chinh xac kha cao. Trén co s& d6 va thye té trién khai cong tic
gidm sat an toan théng tin nhimg nam qua, Trung tim NCSC “dy bdo sém” 16
héng ndy hoan toan ¢é thé dugce tin dung dé tién hanh céc chién dich tin cong co
chit dich APT 16n trén quy mé réng trong thoi gian ngin sip toi vao khong gian
mang Viét Nam.
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Nhim dam bao an toan théng tin cho hé théng théng tin cua Quy co quan,
gop phin bao dam an toan cho khong gian mang Viét Nam, B¢ Thong tin va
Truyén théng yéu cau Quy co quan chi dao thue hién:

1. Kiém tra, ra sodt va xac dinh may chi, mady tram st dung hé diéu hanh
Windows co kha nang bj anh hudng. Thue hién cdp nhat ban va bao mét cho cac
mdy bj dnh hudng theo hudng din cia Microsoft (hudng din chi tiét tham khao
tai phu luc kém theo).

2. Tang cudng gidm sat va san sang phuong an xir 1y khi phat hién cé déu
hi¢u bi khai thac, tdn cong mang; dong thoi thuong xuyén theo ddi kénh canh béo
clia cde co quan chire ning va céac to chie 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

Trong lrLr-:rng, hep can hé tro, Quy don vi lién hé diu mdi hé tro cla Bt;s
Théng tin va Truyén théng: Trung tim Gidm sat an toan khong gian mang qubc
gia (NCSC), Cuc An toan thong tin, dién thoai: 02432091616, thu dién tr:
ais(@mic.gov.vn

Tran trong./. &/

Noi nhin:

= Mhu trén;

- B§ Cong an;

- Bo Qudc phong;

- Ban Co véu Chinh phi;

- Bo trudmg (dé bie):

- Thir truémg Nguyén Huy Diing;

KT. BO TR UNG

= Luu: VT, Cue ATTT.

Nguy%n Huy Diing



Phu lue

Thong tin 16 hong bio mét
(Kem theo Cong van 56 GUO/BTTTT-CATTT ngaydd-/ § /2021
cua Bé Thong tin va Truyén thong)

1. Théng tin 16 hong bio mit (CVE-2021-1675)

- Mé ta: L6 hong ton tai trong Windows Print Spooler, cho phép déi tugng tan
cong leo thang déc quyén chi véi quyén ngudi ding thép.

- Piem CVSS: 7.8 (cao)

- Anh hwéng: héu hét cac phién ban hé diéu hanh Windows. Théng tin chi tiét

ciac phién ban tham khao tai: https://msre.microsoft.com/update-guide/en-
US/vulnerability/CVE-2021-1675

2. Huéng din khic phuc

Bién phap t6t nhét dé khic phuc 16 hdng bio mat nay 1a cap nhét ban va.
Do trong thoi diém hién tai, Microsoft chua c6 théng tin vé cdc bién phap gidm
thiéu thay thé.

2.1. Bang mi cdp nhit cdn tii cho tieng phién ban hé diéu hanh
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2.2. Hudng din kiém tra lich sik cap nhat

Phuong phap 1: Kiém tra lich st cap nhat trén may chu

- Windows Server 2012:

Truy ciip Windows Update > View update history > Kiém tra ma ban cap
nhét di ding véi ma phién ban cin cap nhét tai mye 2.1,

—
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- Windows Server 2016 tro len/ Windows 10:
Truy céip Setting > Update & Security > Update history > Kiém tra ma
ban cip nhét di ding véi ma phién ban cin cép nhit tai mye 2.1.
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) Home Update status

| 1 Updates ars navallahle,

+ Upsdate for Windows Delender Antivirus antimaiware platform - KB4052623 Mersion 4, 10200117

Upcdates are roady 1o install

Install noy
P Windows Defender
-

ReEcovony

& hctivation Update settings
[

Phuong phap 2: Su dung CommandLine

- Céch thire truy cap CommandLine:

t Vao thanh cong cu Start > Run > go emd.exe va chon OK

F Vio thanh cong cu Start > G emd tai 6 tim kiém va an ENTER
Sir dung 1€nh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vidu: systeminfo | findstr KB5003681

+ V&1 nhiing may cha da update s€ hién thong tin:

e =15

| ) Command Prompt

[1431: KBSAA36A1

i sygsteminfo | findstr» KBSB83681

= Vi nhitng may chu chua update, sé khong hién ra thong tin:

B Commane Frampl W] ® |

vicrosoft Windows [Version 10.8.19942 ,97&)
(i) Microsoft Corparat fon. All el r_:hl & reserved.

r x A - - P -
2.3. Hudng dan thye hién cip nhat ban va
2.3.1. Doi vai hé thong khong co may chu WSUS
- Bude 1: Kiém tra OS, version hé diéu hanh dang sir dung:

Cach 1: Chon thanh Start = G6 winver > Enter dé kiém tra:
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Cach 2: Chon Setting > Nhip 6 tim kiém “About this PC” (hoic chudt phai

This PC = Properties)
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Kiém tra muc: Windows Specifications
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Microsoft Update Catalog - Profile 1 - Microsoft Edge

(5] ' https.//www.catalog.update. microsoft.com/DownloadDialag.aspx

Close

- Bude 4: Cai dat ban cap nhat da tai 1én timg may

Windows Update Standalone Installer
g \Windows Update Standalone Installer
A0y

Co you want to install the fellewing Windows software
update?

EAASE

Security Update for Wincows (KB30DJ36E1)

es Ma

SN L AL RSt el LA Al LIRS
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&t Download and Install Updates L?f_i

The updates are being installed

Installation status;

Inislizng instalation..|

Instaling:

| Cancel |

- Budce 5: Khai dong lai may chu sau khi tién hanh cai dat ban cap nhét.
2.3.2. Doi voi hé thong sie dung WSUS

- Bude 1: Véi cac hé thong sir dung may chit WSUS dé quin trf céc ban cép nhat
tap trung, nhap méa kb pht hgp dua vao bang trén mue 2.1,
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Search X

Updates Cormputers [ Firel Mow 1

Search the title, descnption, Enowledge Base article numbzer, or the Microscft il
Security Response Center number of all updates, 4
Text: (5003681 |

Update Title

B2 dor ntol-based Systpoms (KE3003661) |

B e e P

- Bude 2: Chon Approve va chon group hé diéu hinh phit hgp véi ban update
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Search >

Updates  Cemputers Find Mow

Search the title, descriptian, Knewledge Base srticle number. or the Microsedt

Security Respanie Center number ef all updatesd Clase

Lipdate Title

: .1, 012 R foe i64-based Siaberns (KBASTUAS) . 4
prove., i

Rewvision History
Status Fepert

Decline | .

Approve Updates

| =_’ To epprove an upclate, select the group from this list of groups, click the arrew, and choose the type
S ef approval,

E lf..,ur;'lg:luterﬁr.nur: M1 Apprmul. . .Dee.lahn;e. .

! & ' All Computers Install 8/16/2021 300 AM
@ |Unessigned Computers Install (inherited)  6/16/2021 2:00 AM (inherited)
ﬂ | Windows 10 Install (inherited) 6/12/2021 3:00 AM (inherited)
'ﬂ_"__ " Windews Server 2012 Install (inherited)  6/16/2021 3:00 AM (inherited)

' {n':'!;jl1_{rr1ht'l't1ed] {rﬁﬁi?ﬂ!f.'.{:mMﬁ'ifilnﬁﬁnﬂcﬂ}"-f:'.'-'f'i"'. 8

e

________  Approved for Insta Il Chriel 162021 3100 AM (inherited)
Appraved for Remaval Ctrl+R  15/2021 3:00 AM linherited)
Mot Approved Ctris I !
|i The files fo Orauellife he update can be approved but wil nat be
available b
Himy 8z Farent Ll

Cancel

il ter Children Carl= i

- Buge 3: Cai dat ban cdp nhat va khai dong lai may chu.
2.3.3. Kiém tra lai ban cai ddt trén mdy chi

Cac budce thue hién tuong tir & mue 2.2.

2.4. PHi véi nhirng hé thong chua cip nhit dwge DC
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- Bude 1: Vao may chi DC, chon Start > Nhip services.msc > Enter

Fvlﬂmwﬂl- A e

i E‘Q,”' SErvices,

Services :

D
apps
1 Windows Server Update Services
Campanent Services
Microsaft Azure Services

Analysis Services Deployment

Wizard 18
o Active Directory Sites and Services »
Settings
4 Use online services with Marrator »

20 Danot allow Microsoft to use youl
veice to improve speech services

Search the web

2 service - sag el resilss

e e T L

2 service

; 5§ X & A bl . v
- Bude 2:; Tai muc Services, tim dén muc Print Spooler = chudt phai chon
Properties



" Services (Local)
Print Spoaler Hame + Deseriptian Status
Pedormance Counter OLL ... Enables rerm..
Staz the service Performance Logs & Alerts  Performanc..,
Eszag the senice Plug and Play Enables ac.. Running
Portable Device Enumerator.. Enforces gr.. Running
Description: POV oo YADRGRS D RuDnING,
i ice spools print jebs N D 8 e o e S b S M bR
l:;::d.s‘fsnil:::ﬂf;?uipu:rli:‘; J;nt; par?:ter. ! "";"‘.&J‘Eﬁ;mﬁﬁaﬁ'-*ﬁm-'::hi'f.f‘-’h'-*...-: pibais L R G
iFyou tum off this service, you won't rinter Extensicns and Nutl. Th!, strnnlct
be able to print or see your printers, Problem Reports and Seluti...  This service ..
Rermote Access Auto Conne.. Creates a co..
Fernote Access Connection., Manages di...
Remote Desktop Configurat... Remote Des..  Aunning
. Remote Desktop Services Allows user,..  Running
Femote Desktop Services U..,  Allows the r,,  Running
Remate Procedure Call (RPC) The RPCS5..  Running
Remote Procedure Call [RP...  In Winclows..,
Fermicte Registry Enables rem..,
Resultant Set of Palicy Provi.. Provides a n..,
Routing and Remots Access  Offers routi..,
FFC Encpoint Mapper Resolves RP.. FRunning
Secondary Logon Enables star.. Running
Secure Socket Tunneling Pr...  Provides su...
i

Startup Type
Manual
Manual
Manual
Manual (Trig...

 Autematic

R s

i1 gyes

Manual
Manyal
Manual
Menual
Manual
Manual
Marual
Automatic
Manual
Disabled
tanual
Disablecl
Automatic
Manual
[a raal

Loc
Loc
Loc
Loc
Loc _
Met, ¥
Lor:f
Met
Net
Lec
Loc
Log
Met
Loc
Leg o

- Bude 3: Chon S‘Iarl‘up Type: ﬂisabfe; Services Status: Stap
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Print Spooler Properties (Local Computer)
.| General Leg On Flécwer'; lependencmi

Service name: Spooler
Digplay name, Frirt Spooler

Baieiolion: Thie service spools print jobe and handles iteraction -
P ‘wllh the prirter. I you tum off thic service, you wont

Fath 1o executable:
C\Windows" Syatem 3 Depooley axe

(Staduptyoe: | Disabled TR

IS | ... T —

. Slart J; : .
You can apecty the stat parameters that apphy when you start the service !
fram lere {

Starl paramelers: i i

[0 ) [ ][ |

- Bude 4: Chon OK dé hoan thanh thiét 14p.

Nguon tham khio:

https://msre.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675

https://twitter.com/_fOrgetting /status/1405119285802897410
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